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§710.9

() Engaged in any unusual conduct
or is subject to any circumstances
which tend to show that the individual
is not honest, reliable, or trustworthy;
or which furnishes reason to believe
that the individual may be subject to
pressure, coercion, exploitation, or du-
ress which may cause the individual to
act contrary to the best interests of
the national security. Such conduct or
circumstances include, but are not lim-
ited to, criminal behavior, a pattern of
financial irresponsibility, or violation
of any commitment or promise upon
which DOE previously relied to favor-
ably resolve an issue of access author-
ization eligibility.

§710.9 Action on derogatory informa-
tion.

(a) When the reports of investigation
of an individual or other reliable infor-
mation reasonably tend to establish
the validity and significance of one or
more of the items in the criteria, or of
other reliable information or facts
which are derogatory, although outside
the scope of the stated categories, such
information shall be regarded as sub-
stantially derogatory and create a
question as to the individual’s eligi-
bility for access authorization. The
Local Director of Security will author-
ize the conduct of an interview with
the individual, or request other appro-
priate actions, and, on the basis of such
interview and/or actions, may author-
ize the granting or continuation of ac-
cess authorization. If the question as
to the individual’s eligibility is not re-
solved through interview, and/or other
actions, which may include a DOE-
sponsored mental evaluation, the Local
Director of Security will submit the
matter to the Manager. If the Manager
agrees that unresolved derogatory in-
formation is present, and that appro-
priate attempts to resolve such deroga-
tory information have failed, the Man-
ager shall forward the individual’s case
to the Director, Office of Safeguards
and Security, with a request for au-
thority to conduct an administrative
review proceeding. If the Manager be-
lieves that the derogatory information
has been favorably resolved, the Man-
ager shall direct that the individual be
granted access authorization. A deci-
sion in the matter shall be rendered by
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the Manager within 10 calendar days
after receipt. Following the decision of
the Manager, the Director, Office of
Safeguards and Security, may author-
ize:

(1) The granting of access authoriza-
tion,

(2) The institution of administrative
review procedures set forth in §§710.20
through 710.31, or

(3) Such other action as the Director
deems appropriate.

(b) The Director, Office of Safeguards
and Security, must authorize one of
these options within 30 calendar days
of the receipt of the case from the Man-
ager, unless an extension is granted by
the Director, Office of Security Affairs.

§710.10 Suspension of access author-
ization.

(a) In those cases where information
is received which raises a question con-
cerning the continued eligibility of an
individual for DOE access authoriza-
tion, the Local Director of Security
may authorize action(s) to resolve the
question pursuant to §710.9. Such ac-
tion(s) shall be taken on an expedited
basis. If the question as to the individ-
ual’s continued eligibility for access
authorization is not resolved in favor
of the individual, the Local Director of
Security will submit the matter to the
Manager with a recommendation that
the individual’s DOE access authoriza-
tion be suspended pending the final de-
termination resulting from the oper-
ation of the procedures provided in this
subpart.

(b) Within two working days of re-
ceipt of the recommendation from the
Local Director of Security to suspend
the individual’s DOE access authoriza-
tion, the Manager shall review the
matter and authorize continuation or
suspension of access authorization. The
access authorization of an individual
shall not be suspended except by the di-
rection of the Manager. This authority
to suspend access authorization may
not be delegated but may be exercised
by a person who has been designated in
writing as Acting Manager.

(c) Upon suspension of an individual’s
access authorization pursuant to para-
graph (b) of this section, the individ-
ual, the individual’s employer, any
other DOE Operations Office having an
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access authorization interest in the in-
dividual, and, if known, any other gov-
ernment agency where the individual
holds an access authorization, security
clearance, or access approval, or to
which the DOE has certified the indi-

vidual’s DOE access authorization,
shall be notified immediately. The
Central Personnel Clearance Index

shall also be updated. Notification to
the individual shall be made in writing
and shall reflect, in general terms, the
reason(s) why the suspension has been
effected. Pending final determination
of the individual’s eligibility for access
authorization from the operation of the
procedures provided in this subpart,
the individual shall not be afforded ac-
cess to classified matter, special nu-
clear material, or unescorted access to
security areas that require the individ-
ual to possess a DOE access authoriza-
tion.

(d) Following the decision to suspend
an individual’s DOE access authoriza-
tion, the Manager shall immediately
notify the Director, Office of Safe-
guards and Security, of the action and
the reason(s) therefore. In addition, the
Manager, within 10 calendar days of
the date of suspension, shall submit a
request for authority to conduct an ad-
ministrative review proceeding, accom-
panied by an explanation of its basis
and a duplicate Personnel Security
File, to the Director, Office of Safe-
guards and Security.

ADMINISTRATIVE REVIEW

§710.20 Purpose of administrative re-
view.

These procedures establish methods
for the conduct of the administrative
review of questions concerning an indi-
vidual’s eligibility for access author-
ization when it is determined that such
questions cannot be favorably resolved
by interview or other action.

§710.21 Notice to individual.

(a) When the Director, Office of Safe-
guards and Security, has authorized
the institution of administrative re-
view procedures with respect to an in-
dividual’s questioned eligibility for ac-
cess authorization, in accordance with
§710.9, the Manager shall direct the
preparation of a notification letter, ap-

§710.21

proved by the local Office of Chief
Counsel, or the Office of General Coun-
sel for Headquarters cases, for delivery
to the individual within 30 calendar
days of the receipt of such directive
from the Office of Safeguards and Secu-
rity, unless an extension has been au-
thorized by the Director, Office of Safe-
guards and Security. Where prac-
ticable, such letter shall be presented
to the individual in person.

(b) The letter shall state:

(1) That reliable information in the
possession of DOE has created a sub-
stantial doubt concerning the individ-
ual’s eligibility for access authoriza-
tion.

(2) The information which creates a
substantial doubt regarding the indi-
vidual’s eligibility for access author-
ization (which shall be as comprehen-
sive and detailed as the national inter-
est permits).

(3) That the individual has the option
to have the substantial doubt regard-
ing eligibility for access authorization
resolved in one of two ways:

(i) By the Manager, without a hear-
ing, on the basis of the existing infor-
mation in the case;

(ii) By personal appearance before a
Hearing Officer (a ‘“hearing’’).

(4) That, if the individual desires a
hearing, the individual must, within 20
calendar days of the date of receipt of
the notification letter, indicate this in
writing to the Manager from whom the
letter was received.

(5) That the individual may also file
with the Manager the individual’s writ-
ten answer to the reported information
which raises the question of the indi-
vidual’s eligibility for access author-
ization, and that, if the individual re-
quests a hearing without filing a writ-
ten answer, the request shall be
deemed a general denial of all of the re-
ported information.

(6) That, if the individual so requests,
a hearing will be scheduled before a
Hearing Officer, with due regard for the
convenience and necessity of the par-
ties or their representatives, for the
purpose of affording the individual an
opportunity of supporting his eligi-
bility for access authorization;

(7) That, if a hearing is requested, the
individual will have the right to appear
personally before a Hearing Officer; to
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